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Abstract

Blockchain technology, as a popular technology at present, is practiced in various fields due to its characteristics of non-tampering,
traceability, and decentralization. However, in the process of implementing the blockchain system, how to ensure that the file content
is not falsified for the file data uploaded to the blockchain system becomes a key issue that restricts the development of the blockchain
system. The traditional file security verification method mainly performs hash operations on user files and obtains corresponding hash
values. However, in this process, the calculated hash values cannot be guaranteed to be modified. This paper proposes a file security
verification method based on blockchain technology, and verifies the feasibility of the method through experiments.
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public String applySha256(String input) {
try {
MessageDigest digest = MessageDigest.getInstance("SHA-256");
byte[] hash = digest.digest(input.getBytes("UTF-8"));
StringBuffer hexString = new StringBuffer();
for (int i = 0; i < hash.length; i++) {
String hex = Integer.toHexString(0xff & hash[i]);
if (hex.length() == 1)
hexString.append('0');
hexString.append(hex);
}
return hexString.toString();
} catch (Exception e) {

throw new RuntimeException(e);

}
1ZARNE 32 B8 ] MessageDigest 25 1] getlnstance /775 SHA-256 512, K& 2] pR B0 7455 £ e 4
R ECRF BRI A TIE S, SRR 4] Hash {H.
2. M Markle — XSRS £ Hash B HAAS LT T Fros:
public void rootMarkle(List<String> list) {
if (list.size() 1= 1) {
List<String> listTemp = new ArrayList<String>();
for (int i = 0; i < list.size(); i++) {
if(i%2==0){
if (i + 1) != list.size()) {
String temp1 = list.get(i);
String temp2 = list.get(i + 1);
listTemp.add(applySha256(temp1 + temp2));
}else {
listTemp.add(applySha256(list.get(i)));
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}
listAll.add(listTemp);

rootMarkle(listTemp);

}
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ChannelClient channelClient = fabClient.createChannelClient(FabricConfig. CHANNEL _NAME);
Channel channel = channelClient.getChannel();
Peer peer = fabClient.getInstance().newPeer(FabricConfig. ORG1_PEER_0, FabricConfig. ORG1_PEER_0_URL);
EventHub eventHub = fabClient.getInstance().newEventHub("eventhub01", "grpc://10.12.26.174:7053");
Orderer orderer = fabClient.getInstance().newOrderer(FabricConfig. ORDERER NAME,
FabricConfig. ORDERER URL);
channel.addPeer(peer);
channel.addEventHub(eventHub);
channel.addOrderer(orderer);

channel.initialize();

TransactionProposalRequest request = fabClient.getInstance().newTransactionProposalRequest();
ChaincodelD ccid = ChaincodelD.newBuilder().setName(FabricConfig. CHAINCODE 1 NAME).build();
request.setChaincodelD(ccid);

request.setFen("initPatent");

request.setArgs(args);

request.setProposal WaitTime(1000);

Map<String, byte[]> tm2 = new HashMap<>();
tm2.put("HyperLedgerFabric", "TransactionProposalRequest:JavaSDK".getBytes(UTF _8));

tm2.put("method", "TransactionProposalRequest".getBytes(UTF_8));
tm2.put("result", ":)".getBytes(UTF_8));
tm2.put(EXPECTED_EVENT NAME, EXPECTED_EVENT DATA);
request.setTransientMap(tm2);

Collection<ProposalResponse> responses = channelClient.send TransactionProposal(request);
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