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Abstract

Federated learning is a distributed learning paradigm that ensures data privacy and security by training models locally with data on
client devices and aggregating models on an aggregation server. Although Federated learning can reduce privacy risks, the existence
of aggregation servers still introduces a centralized structure to Federated learning, which often leads to security issues. To address
security issues in traditional centralized Federated learning, this paper first proposes a decentralized Federated learning framework
that adopts a round-robin scheme to select a temporary aggregation server from all clients in each round. We utilize blockchain
smart contract technology to achieve the random selection of temporary aggregation servers to avoid malicious intervention and
early prediction. However, the system is still vulnerable to other attacks, so a strong privacy protection model is needed to protect
the round-robin decentralized Federated learning. To achieve this, a three-layer security protection mechanism is introduced. We
adopt blockchain and trusted execution environment as the first and second layers, respectively, to establish a trusted environment
to protect the decentralized Federated learning from external attacks. The third layer combines an internal attack detection algorithm
to combat potential internal threats. To overcome the limitations of existing Federated learning experiments, we use Raspberry Pi
to build a practical experimental platform for the proposed Federated learning framework and implement the three-layer security
protection mechanism on this Federated learning platform. This platform helps evaluate the performance of the Federated learning
algorithm and provides a realistic testing environment for evaluating the effectiveness of the three-layer security protection
mechanism.
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